Ref 

# 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


SI 


73 


"726"/$ and (@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/11 09:12 


S2 


0 


SI and ((record database stor$3) 
near3 ((illegal unauthoriz$3 
hack$3 intrud$3) near2 access$3)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:15 


S3 


0 


SI and ((record database stor$3) 
near3 (illegal unauthoriz$3 hack$3 
intrud$3)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:15 


S4 


1004 


((record database stor$3) near5 
((illegal unauthoriz$3 hack$3 
intrud$3) near2 access$3)) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 11:10 


S5 


0 


SI and S4 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:21 


S6 


0 


SI and (713/150 713/182) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/11 09:22 


S7 


366 


S4 and (server$l) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:24 


S8 


2 


SI and ("713"/$) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:23 


S9 


0 


SI and "713"/$.ccls 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 09:23 


S10 


89 


S7 and ((reject$3 den$3) near3 
(access transmission)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 14:14 


Sll 


142 


((log$4) near5 ((illegal 
unauthoriz$3 hack$3 intrud$3) 
near2 access$3)) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/11 11:25 


S12 


26 


((log$l) near5 ((illegal 
unauthoriz$3 hack$3 intrud$3) 
near2 access$3)) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM TDB 


OR 


ON 


2005/11/11 11:40 



Search History 11/12/05 12:38:38 PM Page 1 

C:\Documents and Settings\creidl\My Documents\EAST\Workspaces\10087807(2nd search).wsp 



S13 


1 


"6871284 M .pn. 


USPAT 


OR 


ON 


2005/11/11 14:09 


S14 


851 


((estimat$3 calculat$3 decid$3) 
near4 (legal illegal authoriz$6)) 
and (@ad< n 20010313 M ) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 14:12 


S15 


20735 


((estimat$3 calculat$3 decid$3 
determin$5) near4 (legal illegal 
authoriz$6)) and 
(@ad<"20010313 M ) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


—\ /-\ /-\ f— / A A 1 A A A A A ~\ 

2005/11/11 14:13 


S16 


20255 


((estimat$3 calculat$3 decid$3 
determine$l determination) near4 
(legal illegal authoriz$6)) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


r\ r\ r* / a a t At a a a a *~\ 

2005/11/11 14:13 


S17 


1442 


S16 and (network same security) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 14:13 


S18 


996 


S16 and (network with security) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


IA A 1 A A AM A ~\ 

2005/11/11 14:13 


S19 


267 


S18 and ((reject$3 den$3) near3 
(access transmission)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/11 14:14 


S20 


125 


S18 and (((reject$3 den$3) near3 
(access transmission))same 
((grant$3 authoriz$6) near3 
access)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


* j*N /-v r~ t -4 H / -4\ At At Jt -4 

2005/11/11 14:17 


S21 


144 


S4 and S16 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/11 14:18 


S22 


64 


S4 and S17 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/12 07:17 


S23 


1 


M 6928554".pn. 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 07:30 


S24 


23 


(misuse adj5 detection) and 
(network near4 security) and 
(@ad<"20010313 n ) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 07:37 


S25 


6 


((misuse adj5 detection) and 
((den$3 prevent) near4 (access 
transmission transmit$5))) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM TDB 


OR 


ON 


2005/11/12 07:50 



Search History 11/12/05 12:38:38 PM Page 2 

C:\Documents and Settings\creidl\My Documents\EAST\Workspaces\10087807(2nd search).wsp 



S26 


37 


(misuse adj3 detection) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM_TDB 


OR 


ON 


2005/11/12 09:46 


S27 


2 


S26 not "6" 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 07:51 


S28 


1 


S26 not "3" 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 07:51 


S29 


1134 


(attack$3 adj2 base$l attack$3 
adj2 scenario$l) and 
(@ad<"20010313") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 09:48 


S30 


14 


S29 and ((prevent$3 den$3 stop$3 
block$3) near2 ((illegal 
unauthoriz$2) near2 access$3)) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
IBM.TDB 


OR 


ON 


2005/11/12 09:49 
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[ps] A Pattern Matching Model for Misuse Intrusion Detection 

S Kumar, EH Spafford - Proceedings of the 17th National Computer Security .... 1994 - phreak.org 
... Current approaches to detecting intrusions can be broadly classied into two 
categories: Anomaly Detection and Misuse Detection [20]. ... 

Cited by 115 - View as HTML - Web Search - rge.com - sunsite.bilkent.edu.tr - security-focus.com - all 30 
versions » 

[ps] A study in using neural networks for anomaly and misuse detection 

AK Ghosh, A Schwartzbard, M Schatz - Proceedings of the Eighth USENIX Security Symposium, 1999 - 
db.usenix.org 

... approach em- ploys articial neural networks (ANNs), and can be used for both anomaly 

detection in order to detect novel attacks and misuse detection in order ... 

Cited by 77 - Web Search - usenix.org - ssrnet.snu.ac.kr - cs.columbia.edu - all 7 versions » 

Artificial Neural Networks for Misuse Detection 

J Cannady - Proceedings of the 1998 National Information Systems .... 1998 - netlab.cs.iitm.ernet.in 
Page 1 . Artificial Neural Networks for Misuse Detection James Cannady ... Keywords: 
Intrusion detection, misuse detection, neural networks, computer security. ... 

Cited by 54 - View as HTML - Web Search - csrc.nist.gov - philby.ucsd.edu - infosecurity.org.cn - all 9 versions » 

NADIR: An automated system for detecting network intrusion and misuse 

J Hochberg, K Jackson, C Stallings, JF McClary, D ... - Computers and Security, 1993 - portal.acm.org 

... A. Jackson , Michael C. Neuman , Christine LB Siciliano , Dennis D. Simmonds , Cathy 

A. Stallings , Joseph L. Thompson, UNICORN: misuse detection for UNICOS ... 

Cited by 55 - Web Search - portal.acm.org 

Intrusion and misuse detection in large-scale systems 

RF Erbacher, KL Walker, DA Frincke - Computer Graphics and Applications, IEEE - ieeexplore.ieee.org 
... [PDF Full-Text (903 KB)] ABSTRACT PLUS Intrusion and misuse detection in 
large-scale systems Erbacher, RF Walker, KL Frincke, DA State Univ. ... 
Cited by 28 - Web Search - csa.com - csa.com 

Abstraction-Based Misuse Detection: High-Level Specifications and Adaptable Strategies 

JL Lin, XS Wang, S Jajodia - CSFW, 1998 - doi.ieeecs.org 

Page 1 . Abstraction-Based Misuse Detection: High-Level Specifications and 

Adaptable Strategies Jia-Ling Lin, X. Sean Wang, Sushil ... 

Cited by 23 - Web Search - ieeexplore.ieee.org - doi.ieeecomputersociety.org - cs.uvm.edu - all 12 versions » 

DEM I PS: A Misuse Detection System for Database Systems 
CY Chung, M Gertz, KN Levitt - IICIS, 1999 - opencjk.org 

Page 1 . DEMIDS: A Misuse Detection ... Further, concepts for misuse detection in DBS 
havenot been adequatelyaddressedby existing researchin misuse detec-tion. ... 

Cited by 16 - View as HTML - Web Search - clue.eng.iastate.edu - db.cs.ucdavis.edu - cc.gatech.edu - all 18 
versions » 

An Introduction to Intrusion Detection 

A Sundaram - Crossroads: The ACM Student Magazine, 1996 - clue.eng.iastate.edu 
... Misuse Detection: The concept behind misuse detection schemes is that there 
are ways to represent Page 4. ... Misuse Detection Systems ... 
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- all 19 versions » 

[citation] Host-based misuse detection and conventional operating systems' audit data 
collection 

KE Price - Master of science thesis, Purdue University, Purdue, IN, 1997 
Cited by 13 - Web Search 

Audit reduction and misuse detection in heterogeneous environments: framework and 
application 

P Proctor - Computer Security Applications Conference, 1994. Proceedings 1994 - ieeexplore.ieee.org 
... Audit reduction and misuse detection in heterogeneous environments: framework 
and application Proctor, P. Sci. Applications Int. ... 
Cited by 9 - Web Search 
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Welcome to Intrusion - Network Security Solutions 
Credit Union Information Security Professionals Association - Bankers Online • 
Bankers Online ... Intrusion Prevention and Detection to Fit Any Network ... 
www.intrusion.com/ - 1 7k - Nov 1 0, 2005 - Cached - Similar pages 

SecurityDocs: Introduction to Network Security - Intrusion Detection 
Introduction to Network Security - Intrusion Detection. SecurityDocs > Security 
Basics > Intrusion ... clarify between anomaly and misuse detection. ... 
www.securitydocs.com/library/3009 - 26k - Cached - Similar pages 



[pdf] Artificial Neural Networks for Misuse Detection 

File Format: PDF/Adobe Acrobat - View as HTML 

A neural network-based misuse detection system could potentially ... Real-Time 
Intrusion Detection. Computer Security Journal Vol. VI,. Number 1. pp. 9-14. ... 
csrc.nist.gov/nissc/1998/proceedings/paperF13.pdf- Similar pages 

What is intrusion detection system? - A Word Definition From the ... 
Like a virus detection system, misuse detection software is only as good as the 
... Though they both relate to network security, an IDS differs from a ... 

www.webopedia.com/TERM/ l/intrusion_detection_system.html - 48k - Nov 10, 2005 - Cached - Similar pages 



Intrusion Detection and Prevention 

In misuse detection, the IDS analyzes the information it gathers and compares 
... While they both relate to network security, an IDS differs from a firewall ... 
www.webopedia.com/DidYouKnow/Computer_Science/ 2005/intrusion_detection_prevention.asp - 
52k - Cached - Similar pages 



One of These Things is not Like the Others: The State of Anomaly ... 
"An Intrusion-Detection Model", IEEE Symposium on Security and Privacy, 1986. 
... "Service Specific Anomaly Detection for Network Intrusion Detection", ACM, ... 
online.securityfocus.com/infocus/1600 - 25k - Nov 1 0, 2005 - Cached - Similar pages 



Navy Information Assurance Website - Information Security Products ... 
The goal of intrusion detection is to monitor network assets to detect anomalous 
... With the release of this paper, the concept of "detecting" misuse and ... 

https:/.../ps/?t=infosecprodsservices/infosecprodsservices. tag&bc=infosecprodsservices/bc_ids.html - 32k - 
Cached - Similar pages 

Arbor Networks: Internal Network Security to Stop Network Worms ... 
Arbor has the most widely deployed threat detection and prevention solution ... 
For network and security teams charged with ensuring the integrity of their ... 
www.arbornetworks.com/products_x.php - 28k - Cached - Similar pages 

Intrusion Detection: Detection and Response for the Enterprise Net 
There are two types of misuse detection systems. For the first type, ... 
"What should not happen" is based directly on the network security policy. ... 
www.avolio.com/articles/iw-ids.html - 10k - Cached - Similar pages 
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Intrusion-detection system - Wikipedia, the free encyclopedia 
A misuse detection system, also known as a Signature-Based Intrusion Detection 
System ... Though they both relate to network security, an IDS differs from a ... 
en.wikipedia.org/wiki/lntrusion_detection_system - 22k - Cached - Similar pages 
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Computer Network Security, MMM-ACNS 2003, September 2 1 -23 2003 ; Lecture Notes in Computer 
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Y. Wu, B. Foo, Y. Mei, S. Bagchi, "Collaborative Intrusion Detection System (CIDS): A Framework for 
Accurate and Efficient IDS", Proceeding of 19th Annual Computer Security Applications Conference, 
December 8-12 2003. EM WSSS&\ 

X. Qin, W. Lee, "Statistical Causality Analysis of INFOSEC Alert Data", Proceedings of the 6th 
symposium on Recent Advances in Intrusion Detection (RAID 2003), 2003; Lecture Notes in Computer 
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